
 

 

Web Application Security Assessment 

DISCRETE. 
PERSONAL. 
PROFESSIONAL. 
EFFECTIVE. 

Web Application Test 
Network Penetration Tests are designed to check that the public is locked out of Organisational Networks.  However, 
Web Applications are designed to be interact between the organisation’s webserver and the public, be it as simple as 
entering data in a contact form or a purchasing or registering on complex e-commerce or membership sites. 
 
Web Application Security Testing is the process which checks whether confidential data stays confidential or not (i.e. 
it is not exposed to individuals/ entities who are not meant to see it) and the users can perform only those tasks that 
they are authorized to perform. For example, a user cannot interact as an administrator, or customer A cannot see 
Customer B’s data. 
 



 

 

Contact Us 

+1 346 762 8653 (USA) 
+44 (0) 7554445855 (UK) 
info@hmhconsultants.com.com 
https://hmhconsultants.com/  
 
632 W Alabama St, Houston Tx, 77006, 
USA 
Unit 7 Moston Court,  
Weston Super Mare,  

    

What Web Application Testing? 
A Vulnerability is a weakness in the web application. The cause of such 
“weakness” can be due to the bugs in the application, an injection (SQL/ 
script code) or the presence of viruses. Some web applications 
communicate additional information between the client (browser) and the 
server in the URL. Changing some information in the URL may sometimes 
lead to unintended behaviour by the server 
 
The purpose of a security test is to discover the vulnerabilities of the web 
application so that the developers can remove these vulnerabilities from 
the application and make the web application and data safe from any 

  
 

Password Cracking 
Web Application typically starts with 
“Password Cracking”. An attacker tries to 
“login” to protected parts of the 
application by guessing a username/ 
password combination or using a 
password cracker tool for the same. 
Unless the web application enforces a 
complex password, it may not take very 
long to crack the username and password. 
 
 

URL Manipulation 
If the application passes information in 
the query string to pass information 
between the client and the server, the 
parameters in the query string can be 
modified to in order to get obtain 
information or to corrupt the data. 

HMH Consultants 
The team at HMH Consultants are experts at identifying conducting 
vulnerability assessments and penetration tests, with many years’ experience. 
This gives the team the confidence to find weaknesses in your cyber defences 
and then safely exploit those vulnerabilities to confirm they can access data 
beyond those defences.  Reports are clear and easy to understand and if 
needed the team can recommend suitable remedies and reconfiguration. 

SQL Injection 
When facing any web form, entering a 
single quote (‘) in a textbox should be 
rejected. If not, the input is inserted in 
some query that is executed by the 
application. SQL injection attacks are critical 
as an attacker can get vital information 
from the server database. In effect the user 
input data is crafted in SQL queries inject 
SQL extract vital information from a 
database. 
 

Cross-Site Scripting (XSS) 
Many web applications get some useful 
information and pass this information in 
some variables from one page to another. 
Using cross-site scripting, an attacker can 
use scripts to steal user cookies and 
information stored in the cookies for 
secondary attacks. 

We found a few gaps in 
our systems that 
needed covering as well 
as some industry 
insights that we hadn’t 
thought of. 
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