
 

 

Dark Web Monitoring 

DISCRETE. 
PERSONAL. 
PROFESSIONAL. 
EFFECTIVE. 

What is the Dark Web? 
The dark web is an area of the internet that lies way below the “Surface” web, such as search engines and public 
websites, and even lower than the “Deep Web”, where protected and subscription sites reside.  The Dark Web 
requires specific browser software, such as Tor or I2P, to gain access. It is a web of internet anonymity where users’ 
identities and locations are protected by encryption and routing of requests through many servers around the world. 

Marketplaces are where the trading of stolen information takes place and when law enforcement closes one down, 
criminals just open up several more. 

Are your details being traded?  PROBABLY!  Unless you know you cannot do anything about it. 



 

Contact Us 

+1 346 762 8653 (USA) 
+44 (0) 7554445855 (UK) 
info@hmhconsultants.com.com 
https://hmhconsultants.com/  
 
632 W Alabama St, Houston Tx, 77006, 
USA 
Unit 7 Moston Court,  
Weston Super Mare,  

    

HMH Consultants 
The team at HMH Consultants has the tools, experience and qualifications to 
undertake all aspects of fraud detection, threat monitoring, and discovering 
exposed credentials.  This can be a one-off exercise, but given such breaches 
are happening on a regular basis a regular monthly or quarterly schedule is 
recommended.  Reports are clear and easy to understand and if needed the 
team can assist in implementing mitigation measures. 

Dark Web 
How does information end up on the dark web Marketplaces? 

Data breaches and phishing attacks are two common ways.  

Data breaches are security incidents in which private data is accessed 
without authorization, and then used or shared among unauthorized 
parties, often for illicit financial gain.   

Phishing attacks typically involve luring unsuspecting Internet users to 
fake websites in an attempt to steal passwords and financial or 
personal information, or to introduce a malware attack. 

Is My Data for Sale? 
Probably, but If you don’t know something 
is a problem, how can you take action? 

 
What Gets Sold? 
• Email address  

• Passwords 

• Passport numbers 

• Medical ID numbers  

• Social Security/NI numbers 

• Phone numbers 

• Driver's license 

• Credit/debit cards 

• Retail/membership cards  

• Bank account numbers 

What Can be Done? 
Dark web monitoring is a tool in your cyber 
defence armoury. Ostensibly it is suite of 
tools and activities that search different 
dark web sources to discover if defined 
identity credentials are available online for 
sale to protect you or your organisation 
from the financial and reputational harm 
that can result from identity theft. 
 

What if My Data is for Sale? 
For all the information you choose to 
monitor, you will receive alerts via email 
reports. If the information you receive in 
the alert is familiar to you, no additional 
action is needed. However, if you don't 
recognize the information, we will let you 
know the next steps you should take to 
ensure your identity is safe. 

It wasn’t until I asked 
HMH to see if my 
business information 
was for sale, that I 
became aware of the 
risks from the Dark 
Web. 
 
Robin H 
Director 
Number 300 Ltd 
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