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Network Penetration Test 
A penetration test (pen test) is a software, infrastructure, and/or network attack on your organization by a skilled 
attack team that probes for security weaknesses and seeks to exploit them to reach your assets. Pen tests should be 
performed in addition to vulnerability assessments. A vulnerability assessment identifies and logs vulnerabilities, ranks 
them, and recommends needed mitigation. A pen test not only identifies vulnerabilities, it uses those vulnerabilities to 
simulate attacks that a skilled and determined attacker could carry out on your organization once inside your network. 
 
Pen tests provide realistic insight into potential security gaps within your organization’s networks, IoT devices, web 
and mobile applications. Proactively testing these environments would help identify and mitigate risks. 



 

 

HMH Consultants 
The team at HMH Consultants are experts at identifying conducting 
vulnerability assessments and penetration tests, with many years’ experience. 
This gives the team the confidence to find weaknesses in your cyber defences 
and then safely exploit those vulnerabilities to confirm they can access data 
beyond those defences.  Reports are clear and easy to understand and if 
needed the team can recommend suitable remedies and reconfiguration. 
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What is penetration testing? 
 
A penetration test, also known as a pen test, is a simulated cyber-attack 
against your network systems to check for exploitable vulnerabilities. Pen 
testing can involve the attempted breaching of any number of systems, 
frontend/backend servers) to uncover vulnerabilities and again access to 
sensitive data 
 
Pen tests provide realistic insight into potential security gaps within your 
organization’s networks, IoT devices, web and mobile applications. 
Proactively testing these environments would help identify and mitigate 

 

Black Box Test 
A black box testing model is done from 
the perspective of an outsider with limited 
knowledge of the application, network, 
systems or policies in place. This simulates 
a realistic attack scenario but can also 
come with disadvantages. Time spent by 
the tester in this scenario might not be 
fully maximized and some components 
might go untested. 

 
Gray Box Test 
A gray box testing model lies somewhere 
in between the black and white box 
testing, with the tester having partial 
knowledge of the target. 

White Box Test 
A white box testing model is done with full 
knowledge of the relevant target, which can 
be obtained from functional and technical 
specification documents, network and 
architecture diagrams, privileged account 
access, and other information sources. This 
results in a more thorough test that would 
ideally reach all areas of the application, 
such as the architecture design and issues 
arising from coding practices. However, this 
form of testing requires more effort to 
conduct and might present a pessimistic 
view of the issues and risks regarding the 
target. 

We found a few gaps in 
our systems that 
needed covering as well 
as some industry 
insights that we hadn’t 
thought of. 
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